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Z.T Browser makes post-quantum cryptography visible

Global Internet data is facing a new security threat: "harvest now, decrypt later." Attackers are
collecting HTTPS-encrypted data worldwide, hoping to decrypt it when quantum computers become
available. The only reliable way to mitigate this threat is for websites to immediately support post-
quantum cryptography (PQC) HTTPS encryption, ensuring the security of confidential data both now

and in the quantum era.

To enable users to intuitively perceive whether the website they are visiting supports PQC HTTPS
encryption, the upgraded version (version 137) of ZT Browser not only supports PQC HTTPS
encryption, but also adds a new PQC HTTPS encryption icon (Q) to the existing SM2 HTTPS
encryption icon (m) place in the address bar. This allows users to clearly understand whether the
website they are visiting uses PQC HTTPS encryption and whether it can protect the long-term security
of confidential data. This is a world-exclusive innovation. This article discusses this world-exclusive

and ingenious design added to ZT Browser version 137.

1. Seeing is believing, the Q icon is uniquely designed

To prevent the "harvest now, decrypt later" security threat, PQC HTTPS has become a must for website
security. According to Cloudflare statistics, 38% of global Internet traffic already uses post-quantum
cryptography encryption. The top 8 of the world's top 10 traffic-heavy websites support PQC HTTPS
encryption. Cloudflare is fully implementing PQC HTTPS encryption for the websites it protects.
Government websites in the United States, UK, and France, as well as banks and universities in the
United States and Europe, have all enabled PQC HTTPS encryption. However, all current articles
explaining how to check whether a website supporting PQC require users to use very complex
developer tools, which poses a certain technical barrier to entry for ordinary netizens. Making it easy
for all Internet users to determine at a glance whether a website supports PQC is an urgent task for

popularizing PQC HTTPS encryption.
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Anyone who has used the ZT Browser is already familiar with the m icon in the address bar. This
design has been highly praised by professionals in China cryptography industry and ZT Browser users.
They can instantly know whether the website uses the SM2 algorithm to implement HTTPS encryption,
and whether it complies with China Cryptography Law and regulations.

@ M O Ts [CN]ZoTrus Technology Limited | https://www.zotrus.com

M SM2 Algorithm, Cryptography Compliance X

Connection uses SM2 algorithm

Following this principle, ZT Browser version 137 not only supports PQC HTTPS encryption but also
adds a Q icon in place of the m icon, indicating that HTTPS encryption utilizes PQC. Users can
confidently visit websites that utilize PQC for data transmission security, ensuring user data is secure
not only today but also in the quantum era. If a website supports PQC HTTPS encryption, a Q icon
will appear after the padlock in the ZT Browser address bar. Clicking the Q icon will display the

following: "PQC Algorithm, Quantum-Safe" and "Connection uses PQC algorithm"
@ Q @ T4 [CN]ZoTrus Technology Limited | https://pqc.zotrus.com

Q PQC Algorithm, Quantum-Safe X

Connection uses PQC algorithm

Learn more

Of the world's top 10 most-trafficked websites, only two don't support PQC. You can use ZT Browser
to visit these websites and see if the Q icon appears in the address bar. Note that ZT Browser also
displays the website's trusted identity (T1/T2/T3/T4) and WAF protection (F) to help users understand

more about website security measures.

@ Q T httpsy//www.google.com @ Q T nhttpsy//www.youtube.com
Tz [US] Meta Platforms, Inc. https://www.facebook.com

a Q
@ Q T:[US]Meta Platforms, Inc. https://www.instagram.com
a Q

T1 https://openai.com @ Q T hitpsy//xcom
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@ Q T:[USIREDDIT,INC.| https://www.reddit.com @ Q https//www.whatsapp.com

Of course, there are many websites that have already implemented PQC HTTPS encryption. The author

shows 5 more here. You need to use the ZT Browser to discover more websites yourself.

@ Q © T [US]United States Government | https://www.usa.gov
@ Q © T [GB]United Kingdom Government | https://www.gov.uk

@ Q T [GB]HSBC Group Management Services Limited | https://www.us.hsbc.com

@ Q T4 [GB]University of Cambridge | https://www.cam.ac.uk

@ Q T https//www.cloudflare.com

2. Add RSA/ECC algorithm icon (R/E) to understand whether the website is quantum-safe

Following this line of thought, ZT Browser version 137 added two cryptographic algorithm icons - R
/ E to indicate whether the website is deploying an RSA or ECC SSL certificate. Because the ECC
algorithm has a shorter key (256 bits) and a faster encryption algorithm, it has become the default
configuration for hybrid PQC HTTPS encryption. RSA SSL certificates (2048 bits) not only have
longer keys but also present certain security issues. As a result, mainstream website TLS stacks have
deprecated the RSA algorithm. This makes it necessary to inform website visitors which SSL algorithm
the website is deploying, and to inform users that these algorithms are "Not Quantum-Safe," prompting

website operators to urgently support PQC.

Based on this design concept, if a website uses an ECC SSL certificate, as shown in the figure below,
the "E" icon will display. Clicking the "E" icon will display "ECC Algorithm, Publicly Trusted."
Clicking the padlock — “Connection is encrypted (ECC)", it will display "Not Quantum-Safe". This
design changes Chromium's default display of "Secure" to highlight the urgency and necessity for

websites to migrate to PQC.
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@ E @ Ti [CN]ZoTrus Technology Limited | https://

< Not Quantum-Safe X
@ E B Ti [CN]ZoTrus Technology Limited | https://ecc.zotrus.com ecc.zotrus.com
E ECC Algorithm, Publicly Trusted X @ Connection is encrypted (ECC)
Connection uses ECC algorithm Your information (for example, passwords or credit card
- numbers) is private when it is sent to this site. Learn
Learn more

more

If the SSL certificate deployed on the website is an RSA algorithm SSL certificate, as shown in the
figure below, the “R” icon will display. Clicking the “R” icon will display "RSA algorithm, Publicly
Trusted." Clicking the padlock — “Connection is encrypted (RSA)", it will display "Not Quantum-Safe".

@ R B Ti [CN]ZoTrus Technology Limited | https://

<« Not Quantum-Safe X

rsa.zotrus.com

@ R B Ti [CN]ZoTrus Technology Limited | https://rsa.zotrus.com

R RSA Algorithm, Publicly Trusted X @ Connection is encrypted (RSA)
Connection uses RSA algorithm Your information (for example, passwords or credit card
numbers) is private when it is sent to this site. Learn
Learn more

more

For websites that already support PQC, Clicking the padlock —“Connection is encrypted", "Quantum-
Safe" will be displayed. Regardless of whether the website deploys an ECC/RSA/SM2 algorithm SSL

certificate, the SSL certificate algorithm is displayed after "Connection is encrypted".

B Q O T [CN ZoTrus Technology Limited | https:// B Q B T [CN]ZoTrus Technology Limited | hitps:// B Q B T [CNZoTrus Technology Limited | https://
« Quantum-Safe x <« Quantum-Safe X « Quantum-Safe b4
pgc.zotrus.com rsa.zotrus.com smZ.zotrus.com
@ Connection is encrypted (ECC) @ Connection is encrypted (RSA) @ Connection is encrypted (SM2)
Your information (for example, passwords or credit card Your information (for example, passwords or credit card Your information (for example, passwords o credit card
numbers) is private when it is sent to this site. Learn numbers) is private when it is sent to this site. Learn numbers) is private when it is sent to this site. Learn
more more more
B Certificate is valid [ B Certificate is valid @ B Certificate is valid [

3. Work together to make the QQ icon more popular and visible

Currently, the world is vigorously promoting the use of PQC hybrid protocols for HTTPS encryption.
This is the only effective technical means to prevent the data security threat of "harvest now, decrypt
later." Implementing PQC HTTPS encryption, of course, requires browser support. However, this
advanced encryption technology is invisible to Internet users, making them completely unaware of it,

which is not conducive to the popularization and application of PQC.
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ZT Browser is the first browser in the world to exclusively display the PQC Q icon in the address bar,
allowing website visitors to easily understand whether the website they are visiting supports PQC and
whether the website can effectively protect the continued security of user data in the quantum era. This
is very important for the popularization of PQC applications. Welcome users around the world to work
together to promote the popularization and adoption of this innovative Ul in all browsers. Only in this
way can we truly promote the rapid popularization and application of PQC and truly ensure the

continued security of global Internet data.

Let us work together to popularize the use of ZT Browser that supports post-quantum cryptography
algorithms and the post-quantum cryptography Q icon, jointly promote the popularization and
application of post-quantum cryptography, effectively safeguard global Internet data security, and keep

the QQ icon on the browser address bar.

Richawrd Wang

October 11, 2025
In Shenzhen, China

Follow ZT Browser at X (Twitter) for more info.
The author has published 100 articles in English (more than 136K words)
and 233 articles in Chinese (more than 694K characters in total).
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