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ZoTrus WAF
Llino3 aesToMmarusaumm

ABTOMaTU4Yecku BHegpsauTe 3awmty WAF ¢ nomouibio wndgpoBaHusa https.
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3HAaKOMCTBO C NPOAYKTOM

ZoTrus WAF Automation Gateway — euwe oauvH WMHHOBALUWOHHLIA MPOAOYKT,
zawmuarowmn besonacHoctbe Beb-camta Ha ocHoBe SM2 HTTPS Automation
Gateway, KOTOpbI npoLlen cepTudukaumMo KOMMEPYECKOro Kpuntorpadon4eckoro
npoaykra Ansa noBbileHns dyHKumM 3awmtel WAF, 4ytOo siBNsieTcs nepBbIM
B Kutae, u npepncraBnsier coboir HoBoe nokorieHne obopynosaHua WAF,
koTopoe obbeaunHser 3awmty WAF, yckopeHne wudpoBaHnsa  htips,
pa3rpy3ky u nepecowinky https, moayne anroputma SM2, aBTomartusauuio
ceptudumkara SSL, GanaHCUpOBKY Harpyskm u gpyrme QyHKUUKW, peanusys
NPy 3TOM BbICOKOKaA4YeCTBEHHbIN OpaHamayap Beb-npunoXeHunm AOns 3aluTbl
besonacHocTn Beb-canmta. OH aBTOMaTuyeckn nogaepxusaet 3awmty WAF B
pexume wndcdpoBaHna HTTPS, nockonbky ©e3onacHocTb Beb-camta Tpebdbyet

kak 3awmtel WAF, Tak n wudposaHua HTTPS ana obecnevyeHnsa besonacHocTu -;1 :
nepegadn KoHduaeHUnanbHbIX JaHHbIX Ha Beb-cante, 1 UMEHHO LunpoBaHME p )
HTTPS anroputma apantuBHOro wudpoBaHua, a anroputm SM2 gsngetca [ 8 g caex

npeanoyYTUTenbHbiIM ONd AOoctwkeHus wudpoBanmna HITTPS. ZoTrus WAF e - 4

Automation Gateway MHHOBaUWOHHO NpenocTaBnseT Kak ycnyrm 3awutbel WAF,
Tak uU ycnyru asTomaTmdauum wudpoBaHua HTTPS, obecneuymBas npu 3Tom
be3onacHOCTb WNPOBAHUSA AAHHbIX «B MYTU» U «HaA CyLLEe».
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Moayns WAF

)~ 4

LWino3 aBTomatuzauum WAF

http
—_—
https

L |
N

Beb cepBep

Camble bonbLune BO3MOXXHOCTHU M XapaKTepUCTUKMU
ZoTrus WAF Automation Gateway — 3T0 HyneBoe
NPUMEHEHUE SSL-cepTndukaTos, HyneBas YCTaHOBKA
SSL-cepTucukatoB, aBTOMaTU4YecKasa peanus3auus 3alluUThbl
WAF c¢ wudgppoBanmem HTTPS, apantuBHblie anroputmbl
lndppoBaHuna. bpaysepbl, noagepxumpawlwme anroput™m SM2
N NPO3pavyHOCTb cepTudgukatoB SM2, ncnonb3ywT anroputm
SM2 pna peanuszaumn wndpoBaHusa https, 6Gpaysepbl, He
nogaepxusawwmne anroputm SM2, ncnoneaywt anroputm ECC
ona peanusauun WwWndpoBaHua hitps. 910 MHHOBaLUMOHHOE
peleHne ¢ wuHterpaumen knmeHt-obnako, WAF Automation
Gateway umeeT BCTpoeHHbIn KnneHT SM2 ACME, koTopbin
aBToMaTuyecku noakroyaercs K cucteme ZolTrus Cloud SSL ons
3aBepLUEeHNUa aBTOMAaTUYECKOro MNPUMEHEHUS, pa3BepTbiBaHUSA
M oOHoBNeHus AOBOWHbLIX SSL-cepTudukatoB, rapaHTUPYS
HyrneBoe u3MeHeHue Ou3Hec-cUcTeMbl A1 aBTOMaTUYECKOro
noctmxeHus wndpoBaHus https, ana obecnedyeHusi 3aLUUTHI
WAF c¢ 6ecnepeboinHon cnyxbon wmndpoBaHus https ans
OusHec-cucTemM ¢ KonmyecTtsomMm JOMEHOB a0 255.




OcCHOBHbIe (PyHKLUN

\% Oobnako ZoTrus SSL

CYLIJ,ECTByeT TP OCHOBHbIE Cb}’HI{LI,HH wji3a aBrtomMatum3aunin

ZoTrus SM2 WAF: (1) sawuta WAF; (2) nogoepxka LumMdppoBaHUSA
SM2 HTTPS; (3) aBTomatuzauusa wudgpoBaHund HITTPS. 910 He | X o
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TonbkKo yctponcteo WAF, HO 1 W03 aBToMaTu3aumm LWMpoBaHUS ‘g 111!

HTTPS, HeT HeobOxoaummocTn nogaBaTb 3asiBKy Ha ceptudukar

SSL ot CA, aBTOMatuyeckum HacTpaumBaeT cepTudukatr SSL cC ZT-Opay3ep Beb-cepBep

[IBOMHBIM aJiropuTMOM, aBToMaTuyeckn peanuayet 3awmty WAF c https @ http

lwndcppoBaHmem HTTPS, n ncxoaHein Beb-cepBep HE UMEET HUKaKNX
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N3MeHeHU, NPoCTOo pa3BepHUTe LWNo3 asTomaTtusaunn WAF nepen
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NCXOOHbIM CEepBepoOM, OH MOXET aBTOMaTM4YecKn peanusoBaTb o 8 HIMIOS SETOMREERIALMN WAF oee
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sawmty WAF c wundpoBaHuem https v npepocrtaBnAaATb CnyXobl i Be6-cepaep
3awmtel WAF u cnyxbel aBTomatusauum wndcdpoBaHusa https
24 4yaca B cyTku, 365 OHen B roay. PekomeHOyeTcsa pa3BepHYTb
pa3BepTbiBaHME OBYX MalLUMH MO YMOITYaHUIO, KOTOpoe SABIIAETCSH
rops4yMM pesepBoM Apyr Ans apyra. Korga oHO [OCTynHO, [Ba
LIT03a paboTaT B pexnme banaHCMpoBKU HArpysku, a Koraga oHo

HEeOOCTYIHO, OAWH W3 MOXET B3ATb HA cebs BCIo DESOT}’.




|
F
T

dyHkumna 3awmntel WAF wniw3a aBtomatusauum ZoTrus WAF paspabortaHa u ontumMusmMpoBaHa Ha ocHoBe cuctembl ModSecurity ¢ OTKpPbITBIM MCXOOHLIM KOOOM U rnoaaepXxuBaeTr obuime dyHKUUn
bpaHamayapa Beb-npunoXxeHun, Takne Kak: ornokunposka SQL-mHbeKkuuin, 6rNoknpoBka MexcamToBoro ckpuntuHra (XSS), npegoTBpalleHmne atak ¢ UCMofb30BaHNEM YA3BUMOCTEN BKITIOYEHUS NOKabHbIX
cdannos, npeagoTBpaLleHne aTtak ¢ UCMNosib30BaHNEM yaarieHHbIX pbannoB (BKIOYasa yA3BMMOCTU), NpefoTBpaLleHue aTtak ¢ UCMNOoNb30BaHMEM YA3BUMOCTEN yaarieHHOro BbINOMHEHUA KOMaH, OroknpoBKa
BHeapeHua PHP-koaa, 6nokupoBka BpeJOHOCHOIo AocTyna, HapyLwawuiero npotokosnt HTTP, npegoTBpalleHmne atak ¢ UCNoSfib30BaHMEM YA3BMMOCTEN 3apa)XXeHUs yaaneHHoro npokcu-cepeepa, ys3BMMOCTU
Shellshock, nonbiTkNn atak ¢ ncnonb3oBaHMEM HEU3MEHEHHOIo uaeHTudunKaTopa ceaHca, CKaHMpoOBaHME BpeJOHOCHLIX BED-CaNTOB, yTe4yKa NCXOOHOro Koaa unm nipopmauum ob ombkax, YepHble CrnucKu
Honeypot, 6nokupoBka IP-agpecoB Ha ocHoBe atpubyuun IP-agpeca un 1. a. lNogaepxuBaetca 00 12 pas3nuU4YHbIX TUMOB MOMb30BaTENbCKMX NPaBun AN JOCTUXEHUSA NepCcoHanmM3npoBaHHOW 3alUUThI,
HanpumMmep, paspelueHune |P-agpecy goctyna K onpeaeneHHoMmy Beb-canTy v katanory Beb-canTta.

CeroaHs Bce bpaysepbl otobpaxatwT HTTP-cainTel Kak «Hebe3onacHele», HTTPS-lunudpoBaHne asngaetca obasatenbHoM HacTpomkon Ana obecnevyeHuns 6e3onacHocTu Beb-cailTa, KOHEYHO Xe, 3TO
Heobxoanmas doyHkumna yctponctea WAF, a HoBoBBeieHueM winto3a astomatusauum ZoTrus WAF aBsnsieTca aBTomatTudeckas Hactpomka SSL-ceptudukara ¢ ABONHbLIM anropuTMom nyTem nogkoyeHus

K cucteme ZoTrus Cloud SSL anda nogaym 3aaBkn Ha aBorHOW SSL-cepTudukar, npoBepkn AOMEHHOINo UMEHU, Nony4YeHus BblaaHHoro SSL-ceptudukara, yctaHoBKM SSL-cepTudukarta n BKMNOYEHUSA
SSL-cepTtudukara.

ABTOMaTU4eCcKn HacTpoeHHbIn cepTudukatr ECC SSL nonb3ayetcs rmobanbHbIM IOBEPUEM U NOAAEPKMBAET NPO3PaAYHOCTb CEPTUCPUKATOB, OH BblJAETCHA MPOMEXYTOYHbLIM KOPHEBLIM cepTudukaTtom bpeHaa
ZoTrus - ZoTrus ECC DV SSL CA, ero kopHeBou ceptudgpukat CA aBnseTcs ctapennm B mupe KopHeBbiM cepTudukatom CA anroputma ECC - Sectigo ECC, u Bca uenoyka ucnonbayet anroputm ECC,
CKopocTb WudpoBaHus B 18 pas Bhile, YeM y cepTudukata SSL anroputma RSA, 4To obecnevymnBaeT ObICTPLIA OCTYN KOHEYHbIX NOfib3oBaTenen K Beb-canTy.

ABTOMaTU4YECKN HAcTpoeHHbIN cepTudukat SSL SM2 cooTBeTCTBYET 3aKoHY 0 Kpuntorpaduu 1 nosrb3ayeTcs JoBepmemM Bcex bpaysepoB SM2. B HacTosLee BpeMsi 3TO e[IMHCTBEHHbLIN cepTudukat SSL SM2 B
MUpe, KOTOPLIN NoadepXNBaeT npo3pavyHocTb cepTudmnkara SM2. OH BblAaH NMPoMeXyToYHbIM KOpHEBLIM cepTudmnkatom dperaa ZoTrus - SM2 SSL Pro CA, ero kopHeBoi ceptudukat CA - Guizhou SM2 CA,

y koToporo y Guizhou CA ectb nuueHsunsa CA, soigaHHasa MIIT n SCA, Bcs uenoyka ncnonbayet anroputm SM2, ckopocTb WwndposaHus B 20 pas Bbille, Yem y anroputma RSA, ana bbicTporo 4ocTtyna KOHEYHbIX
nonb3oBaTenen K Beb-canry.

dann uenoykn ceptTupmnKkaToB aBToMaTU4ECKM HAaCTPOeHHOro ABoHoro SSL-ceptudmnkata uMeeT HauMeHbLUUA pa3Mep, YTo aKOHOMUT Tpaduk IDC n Tpadunk mobunbHbIX TENEMOHOB Nnofnb3oBaTenen,
3KoHOMUT 3HepronoTpebneHue IDC n sHepronoTpebneHmne mobunbHbIX TeNedOHOB MNonb3oBaTeNen, a Takke apnsaeTcs bonee 3KONOrmYyHbIM.




[lecATb OCHOBHbIX PYHKLUUN U OOUH AONONHUTENbHbLIN MoAyNb Wn3a asTomaTusaumm WAF ZoTrus:
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Bbicokonpou3BoauTenbHas

3awuTa 6paHagmayapa
BeO-npunoXxXeHuu

OcHOBaHHbIV Ha BeOyLLIEN B
OTpacly CUCTEME C OTKPbITbIM
ncxoaHblM Kogom ModSecurity
1 rnybokomn onTuMmn3aaLnm,

OH NnoagepXXuBaet

LLUIMPOKO UCMNOJIb3YEMYIO
doyHKUMO bpaHamayapa
BeD-NpUNoXxeHunn,
obecneynBaeT OUYNUCTKY
BeD-Tpadmka nocne BbIrpy3ku
3alindppoBaHHOro Tpaguka
https 1 nepeHanpaBnaeT
OObIYHBLIN K 3aLUNLLIEHHbIN
TpauK Ha BHYTPEHHUN
Beb-cepBep.

HyneBasi peKOHCTPYKUUSA Ong

https-wndppoBaHus

icxogHOMY cepBepy He
HYXXHO yCTaHaBNMBaThb
SSL-cepTuduKkart, He HYXHO
yCTaHaBNMUBAaTb KITMEHTCKOoEe
nporpaMmmMmHoe obecnevyeHune
SM2 ACME, He TpebyeTcs
PEKOHCTPYKUUSA ANS
peanun3aunmn L poBaHus
SM2 https, aganTuBHbLIN
anropuTMm WndppoBaHug,
noaoepxKka anroputma
RSA/ECC/SM2 ons
peanu3aunm L poBaHus
https.

ABTOMaTU4YeCKU HacTpanBaThb

SSL-cepTudpuKkarthbl

[1To ymon4yaHuio ABOWHbIE
SSL-cepTrudukaTshl
(ECC/SM2)
aBTOMaTUYECKHN
HacTpanBalTCH

ONA JOMEHHOro

MMEeHUn Beb-canTa,
YCTaQHOBJIEHHOTIO
Nosib30BaTENEM
becnnaTtHo.
‘lonb3oBarensam He
HY>XHO NnoaaBaTh 3asBKY
Ha SSL-cepTtudukar

oT CA, 1" UM HE HYXHO
yCTaHaBNMBaTb

N HacTpanBaTb
SSL-cepTudukar.

Bbicokonpou3BoauTenbHas

pa3rpy3ka https

[1oNHOCTbHO B3ATb Ha cebA
dYHKUNIO LLUNPOBaAHUS

SSL ncxoaHoro cepeepa,
3HAYUTENBHO CHU3UB HarpysKy
Ha NPON3BOAUTENBHOCTD
MCXOLHOro cepeepa, No3BONNB
MCMOSIb30BaTb UCXOAHbIN
cepBep Ans busHec-cucTemol
N 3HAYUTENbHO MOBbLICUB
CKOPOCTb OTKNMKA KIMUEHTCKOro
gocTyna.

MynbTUnnekcupoBaHue

KIMTUEeHTCKUX NOoAKNOYEeHUn

BHeapeHne TeXHOMNOrmu
OVNHaMMUYecKoro nyna
COeUHEHUNIN N TEXHOIOTUU
MYNbTUNNEKCMPOBAHUSA ANS
obbeanHeHna 6onbLUIOro
KOnn4yecTBa KIMUEHTCKNX
3anpocoB Ha coeIMHEHNE,
COXpaHeHns DONbLUNHCTBA
cepBepHbIX TCP-coeanHeHUn
N NX HEMPEPLIBHOM
NOAOEPXKN, 3HAYNUTENBHOIO
COKpalleHnsa Konmyecrtea
KIMTMEHTCKNUX COeAUHEHUN,
KOTOpble HEODXOAUMO
obpabaTbiBaTb MICXOQHOMY
cepBepy (0o 90%), a Takxke
ycKopeHunsa obpaboTku
COeUHEHUNN N YNYULLIEHUS
BO3MOXHOCTEN 00paboTKu
bn3Hec-gaHHbIX NCXOOHOro
cepBepa.



[1ecATb OCHOBHbIX (PYHKLMUU N OOUH OOMNOJNIHUTENbHLIX MoA4yNb Wn3a aBTomatusaumm WAF ZoTrus:

CxxaTtue AaHHbIX NPU
nepepaue yepe3 MHTepHeT

ilcnonb3yinte cTaHaapTHbLIN
anroput™m cxatmna GZIP

mnun Deflate gna cxaTtusa
HTTP-Tpaduka, CHUXEHUS
noTpebneHna nonocobl
NponyckaHusa 1 3aTpar,
yIyudLLlEeHUA OTKMNUKa
cepBepa N 3P PEKTUBHOCTH
NosIoChl NPONyCKaHuS,
COKpalLleHNs BPpEMEHM
OocTyna U 3arpysku KOHeYHbIX
nonb3oBaTenen, ynyJeHus
Nosfib30BaTENbCKOro

onbiTa 1 NOBbIWEHNUS
yOOBMNETBOPEHHOCTM.

Kaw o6paTHOro npoKcwu

icnonb3ynTte Kal-namMmsTtb U
CTPYKTYPY XpaHeHUNsa NnakeToB
ONs KpaTKoOBPEeMEHHOIo
KSLLMPOBAHMNA COOEPXKMMOIO
Beb-canTa, CHUXeHUS
Harpyskn Ha UCXOOHbIN cepBep
OT JOCTYyna Nnofb3oBaTenen,
a TakkKe MNMoBbILLEHUS
NPOWU3BOAUTENTBHOCTH
0bpaboTKM NCXoagHOro
cepBepa 1 ygobcrtBa gocTyna
Nnob3oBaTeslen.

MexaHU3M coXpaHeHus
C€adHCa

MexaHn3m coxpaHeHus
ceaHca Ha ocHoBe Cookie v
Source IP moxeT BbibupaTth
KOHKPETHbIN cepBep, K
KOTOPOMY NOAKITHOYMUIICS
nonb3oBaTernb, U
OCYLLIECTBNATL OECLUOBHYIO
0bpaboTKy Nonb3oBaTeNnbCKUX
3anpocoBs. 1 konn4yecTtBo
HOBbIX MOOKMHOYEHNN
MOXET ObITb COKpaLLleHO,

a CUCTEMHbIE HaAKNaaHble
pacxobl CBA3AHHbIX
YCTPOWCTB N CEPBEPOB
MOryT ObITb 3PP EKTUBHO
COKpaLLlEHBI.

MHoroanroputMmmyeckas
6anaHCUpOBKa Harpy3Ku

[Toggepxka cemMu- u
YeTbIPEXYPOBHEBbLIX
NPOTOKOMOB A1 BblOeNeHNs
pPa3fin4yHbIX pecypcoB
cepBepa AJ18 Nofib3oBaTeNewn,
noaaepKka Harpysku
Tpadnka Ha OCHOBE TaKoW
nHpopmauymmn, kak URI, HOST,
COOKIE, USER _AGENT

N TaKnX pakTopoB, KakK
IP-agpec, Tun npunoXXeHus

N COOEPXKMMOE, a TaKxe

nogaepkka npeobpaszoBaHmA
NAT.

be3onacHOCTb
AyTeHTU(PUKaLNU

NHTerpmnpoBaHHas

dbyHKUNSA ayTeHTUUKaumum
be3onacHoCcTH, Nnogaepkka
MCNONb30BaHNA ABYCTOPOHHEN
ayTeHTUdUKaunm (ctaHgapT
SKF) ana ceptudukaTos
USB-knoya SM2, BblaaHHbIX
LeHTpamMun cepTudukalnm
Kutas, nonHasa nogaepxka
hyHKUUM OBYCTOPOHHEWN
ayTeHTUduKaunm dpaysepa
ZT 1N nogaepxKa KNMeHTCKoro
nporpaMMHOro ceptudpukaTta
anroputma SM2/RSA ans
OesonacHom ayTeHTUdUKaALNMN.



[loKka3aTenu aIqp(PeKTUBHOCTH

LLinto3 aBTomatusaumm ZoTrus WAF npeacraBsnsietr coboit achdektuBHoe, 6e3onacHoe, npo3payHoe, NPocToe B pas3BepTbiBaHMU, MOJTHOCTbIO aBTOMaTU4Yeckoe MHHOBALMOHHOE pelleHne C HYNeBOoW

PEeKOHCTpyKUMen ana peanusauum 3awmntel WAF ¢ wndpoBaHuem https, koTopoe nossonseT adbpeKTUBHO pacluMpuUTb MOJIOCY NMPOMNYyCKaHUA CeTeBbIX YCTPOWCTB N CepBepOB, YBENUYUTb MPOMYCKHYIO
CrnocoBHOCTb U pacLUMPUTb BO3MOXHOCTM 00paboTKn ceTeBbIX AaHHbIX, NOBbICUTL NTMOKOCTL M yO0OCTBO NCNONb30BaHUA CETU, a TaKKe YNY4YLUUTb Nofib30BaTEeNIbCKUIA OMbIT NOfib3oBaTernen, noceLlamLwmnx

BeO-calT.

AdhdekTnBHoCcTb 3awuTel WAF wnt3a asTomatnsaumm ZoTrus WAF 6bina npotectupoBaHa aBTOPUTETHBIM CTOPOHHUM NMporpaMmMHbIM obecnevyeHnem anga oHnamH-rectupoBaHnsa WAFER, a ero BoamoxHocTu

oOHapyXXeHns 1 pasnuyeHnsa NoBeJeHNs atak CoOOTBETCTBYIOT YPOBHIO A (CaMOMY BbICOKOMY YPOBHIO) C Moka3aTenem UCTUHHO NoNoXuTernbHbIX cpabaTtbiBaHuit 97,34% v nokasaTtenem INoXHbIX cpabaTbiBaHWUA

0 (DH HE 6y,EI,ET rNnepexearbiBarb JIOXKHbIE CpaﬁaTblBaHMﬂ, HE ABJ1AOUWINECH aTaI{aMH), 4TO MOXET yOdoBJ1eTBOPUTDb ﬂOTpEﬁHOGTH I'IDMJ'ID}I{EHMH Nno 3aLwuTe besonacHocTn Beb-canToB.

WAFER Report 59,4052 Performance Scores

Total

Type Detected FError y

Detection Ability Distinguishing Ability

Requests

True Positives 413 402 0 97.34% A A
False Positives 72 _ 0 . 0 . 0%




dakTn4ecknn pesynbTaT Tecta Ha 3dEKTUBHOCTb 3alUUTbl NMokasbiBaeT, 4To SQL-MHbeKuusa 3anyctuna B oblen crnoxHoctn 128 atak n 3abnokupoBana 126 pa3s. Takke 6blno 2 NOXHbIX

oTpunuatelibHblIX pe3dylibTarta, TO €CTb MNPOoNnyLweHHbIX 6HOKOB, C NokKazsarternem MUCTNHHO NOJIOKUNTEIIbHbIX PeE3yiibTarToB 98,44%. [na meXcauTtoBOro CKPUNTUHIA ObIno 3alyuweHo B OﬁLLI,Eﬁ

CIOXHOCTU 149 aTaKk 336“0KMDOBE|HO 147. Takke BbINo 2 NMOXHbIX oTpUuuaTtTesibHbIX pe3yJibTarta, TO €CTb MNPOINyLWEHHbIX 6HOI{OB, da NnokKasartellib ICTUHHO TMNOJIOXKNTEJIbHbIX PE3YJibTATOB COCTaBWJI

98,66%. [1ns atak Command |njection 6b1n1o 3anyweHo B obLwen crnoxxHoctn 41 ataka n 3abnokmupoBaHo 37. Takxe 6bino 4 noXHbIX oTpuLaTenbHbIX pe3yrnbTaTta, TO eCTb NMPonyLleHHbIX 6110KOB,
C rnokasaTenem UCTUHHO nonoXutenbHbiX pe3ynbTaTtoB 90,24%. [1nga SSI-nHbekumnm Obirno 3anyLweHo B obLwen cnoXxXHocTn 24 atakm n 3abrnoknpoBaHo 24. JIoXKHbIX oTpuLaTeribHbIX pe3yrbTaToB
HET, a nokasarteslb UICTUHHO NOoNoXUTernbHbIX pe3ynbTaToB cocTtaBnseT 100%. [dpyrmve pesynbTaTbl TECTOB HE aHaANMU3NPYIOTCA NO OTAEeNnbHOCTWU. [Ang aTak, KoTopble He BITOKMPYIOTCHA, MOAYIb
Gateway WAF gomkeH NnocTossHHO coBepLUeHCTBOBaTbLCA B rnpasunax 3awmtel WAF, a npaBuna gormKHbl perynspHo obHoBnATbCA. KOHEYHO, KIMMEHT TakKe O0/MKEH yaenaTb BHAMaHUe aHanuay
XypHanos WAF 1 nocTodaHHO HacTpauBaThb NpasBuna 3alinuTbl HA OCHOBE aTak.

SQL Injection 98.44%
Cross Site Scripting 149 147 2 98.66%
Command Injection 41 37 - 90.24%

SSI Injection 24 24 O 100%

File Upload 29 29 0 100%
Directory Traversal 20 17 3 85%
Buffer Overflow 10 10 0O 100%
Gl 10 10 0 100%
RFI (Remote File 9 9 0 100%

Inclusion)



LLinto3 aBTomaTtusaunm ZolTrus WAF npenoctaBnseT NofHOCTbO HE3aBUCUMbIE U YIpaBrigeMble NporpaMmMHbie U
annapaTtHble UHTerpaunoHHblie NpoaykKTbl, BKNw4vasa cucrtemy WAF € OoTKpbITbIM UCXOOHLIM KOOOM, NPOrpaMmMHYHo
cuctemy wwn3a 6esonacHoctTn SSL € NONMHOCTBIO HE3aBUCUMbIMU NMpaBamMn MHTENNEKTyanbHOW COBCTBEHHOCTHN,
Kpuntorpaguyeckyro Kapty annapartHoro yckoputensa anroputma SM2/ECC/RSA, ceptudununposaHHyrww CCPC,
camoynpaBsiseMylo onepaunoHHyo cuctemy, nogaepxueaet Yyunel LI, Takne kak Haiguang, Loongson u Phytium,
ncnosnb3yeTt NnoaaepXKy He3aBUCUMbIX MaTEPUHCKUX NnaT, NoaaepXuBaeT He3aBUCUMbIE CeTeBbIE KapThl U T. .
[ToNHOCTbLIO aBTOHOMHbIW N yNpaBnseMbi NPOorpaMMHbIA U annapaTHbIA MUHTETPUPOBAaHHLIW LLMO3 aBTOMaTU3aLun
WAF moxeTt yaooBneTtBopuUTb TpeboBaHUA NPUMOXEHU ITUX OTpaclierl, KoTopble NMpeabsBAlT 4Ype3Bbi4anHoO
BbICOKME TpeboBaHUA K KOHTPOI MHOpMaLUMOHHON Be30nacHOCTMN.

Kaxabin wno3 astomatudaumm Zolrus WAF nogoepXumBaet aBTOMaTU4YECKYI0O HAcTPOMKy A0 2395 cepTUdUKaTOB
ECC SSL (oauH ceptudukart) n nogaoepxueaet oo 255 nap ceptudukatoB SM2 SSL (oamH ceptudukat noanucu
N oOuH cepTudukaTt WwndpoBaHUA), KOHUrypauus cepTUdukaTtoB ¢ OBOWHbLIM anroputMoM noaaepXuBaeT o
255 IOMEeHHbIX UMeH Beb-cantoB aAnsa goctmxkeHuns 3awmtel WAF ¢ agantuBHbiM wWindpoBaHmem https ¢ ABOMHBLIM
anropntmoM. KonnyectBo Beb-caToB, KOTOPbIE MOTYT NoaaepXuBaTthb WM poBaHue hitps, orpaHM4eHo KonmM4ecTBoMm
HOBBIX MOAKMIOYEHUIA, NPOMYCKHON CNOCOBHOCTBLIO U NapannenM3Mom, noaaepXxusaemMsiMm obopyJoBaHMEM LUKO3aA U
KapTamu LunppoBaHuUS.

Kaxabin wno3 astomatunsaumm Zolrus WAF nmeeT rapaHTUNHBLIA CPOK S NeT U aBTOMaTU4YeckKn HacTpaumBaeT
BcemMupHo aoBepeHHbIn ceptudukatr ECC DV SSL n ceptudpukar coorsetcreuda Kpuntorpapum SM2 DV SSL
He Donee yem Ang 255 JOMeHHbIX UMeH Beb-canToB B TeyeHue S nert. Mcxoaa na pacyerta 988 toaHen B roa 3a
[BOMHOM anroputMm n ABonHon ceptudukat SSL kaxgoro Beb-canta, CTOMMOCTb aBTOMaTUYECKN HACTPOEHHOro
ceptudpukara SSL coctaBngeT 1,25 MUNNMoHa toaHen (=5%255%988, 4to akBuBaneHTHo 172 Tteic. gonnapos CLUA),
a TaKkXe 3KCKIM3NBHYIO B Mupe ceepxueHHyo 3awmnty WAF ¢ pelneHnem aBtomaTtmsauum wndgpposaHusa https!

ZoTrus WAF Automation Gateway B HacTosiLLiee BpeMs npeaocTtaBnseT 4 npoaykra ¢ pasnnyHbiMn cneumdunkaunsamu,
KOTOpbIE MOTYT MUCMOSIb30BaTLCHA ANA 00naYyHbIX BbICOKOMNPOMU3BOAUTENBHBLIX LIEHTPOB 00paboTKn JaHHbLIX, CEpBEpPOB
KPYMHbIX U CpeHUX NPEeanpuUaTUin U CepBepoB MarblX opraHu3auum ans asBtomartmyeckon peanusaumm sawmtbl WAF
LundppoBaHuem hitps, ocobeHHO TpeboBaHU NPUNOXKEHUA HYITEBON PEKOHCTPYKUMKU Ona peanu3auun 3awmntel WAF c
LundppoBaHuem https. NapameTpbl HAEKCA NPOMU3BOAUTENBHOCTU NPOAYKTA pa3finyHbIX Moaenen nokasaHsl B Tabnuue
Huxe. [1ns nonb3oBaTenen ¢ pasrnnyHbiMn TpeboBaHNAMU K UHAEKCY NPOAYKTEI MOTYT ObITb HACTPOEHbLI B COOTBETCTBUA
C TpeboBaHUAMM.
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WG-1-6

Intel ([1sonHon LUI'T)

YpoeeHb A

EV
9 Gbps
9 Gbps
90 K/s
120 Ki/s
1.8M
6xG + 4x10G
2U
[1BOWHaA BnacTb
2.44N RMB
600K RMB

@UHAHCOBLIW Konnemox

Marnoro U CpeHero Ou3Heca

. YHUBEPCUTET
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EV
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KpynHoe KopnopaTuBHoe
nybnu4yHoe obnako
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EV
9 Gbps
9 Gbps
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90 K/s
1.3M
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IlsorHaA BnNacTb
6.23M RMB
1.5M RNB

KpynHble npegnpuaTmA,
NpaBUTENbCTBEHHbIE / (DMHAHCOBLIE
E-gov Cloud




PeweHus no
pa3BepTbiIBaHUIO

ZoTrus WAF Automation Gateway noggepxmBaeT HECKOJIbKO METO/I0OB CETEBOIO pa3BEPThLIBAHUS,
NOOOEPXKNUBAET  KNacTepHOe  pa3BepPTbIBAHWE  HECKOJNIbKMX  YCTPOWCTB, NoadepXuBaer
aBToMaTu4yeckyro cTblkoBKY ¢ Zolrus Cloud SSL System ana aBTomMaTtuyeckom HaCTPOWMKK
OBOMNHLIX SSL-cepTndmnkatoB, Heobxoaumbix Ons wmndpoBaHud https ana Gateway, a Takke
noagepxuBaeT nokanuioBaHHoe pa3sBepTbiBaHne ZoTrus Cloud SSL System anga obnaka
SJ/IEKTPOHHOro npaBuTenbcTBa WM nyonuyHoro obrnaka, KoTopoe aBTOMaTUYECKU BblOaeT
[1BONHble SSL-cepTudurKaThl ONSA NOKanbHbIX Nofnb3oBaTerien obnaka, a nokanbHoe YCTPOMCTBO
WAF Automation Gateway aBTomaTu4yecku nogkrnroyaeTca K nokanbHo paspepHyTon Cloud SSL
System. YT1obbl 0becneyntb BLICOKYH OOCTYNHOCTb Gateway, HaACTOATENIbHO pPeKkoMeHayeTcCs

pasBepTbiBaHME HA ABYX MalLUMHaxX Ans obecnevenns becnepebonHoro npegocTaBneHns 3aLlnTbl
WAF n cnyx6 wndppoBaHus https 24*365.




UYTobbl o06ecneuntb 3awmty WAF, nonb3oBaTtens [OormKeH
pa3BepHyTb ycTponcTtBo WAF nepen Beb-cepBepom, a yCTPOMUCTBO
WAF wmoxet 3awmwate Tpaduk HTTP/HTTPS wn nepecbinatb
OObIYHbIM OTKPbITLIN TEKCTOBbIM TpaduK WU paclumdpoBaHHbLIN
OTKPbITbIN TEKCTOBbIM TpaduK Ha nocneayrowum Beb-cepBep.
1. NpepocTaBneHue ycnyrm asTomatm3aumum LW poBaHun

O,EI,HEI{O, eClln NnoJib3oBarersib nokynaet 1pagmumoHHoeE YCTpOﬁCTBO

WAF, emy Heobxoaumo noaatb 3asiBKy Ha ceptudukat SSL ot CA

HTTPS ana nokanbHbIX BeO-cepBepoB (Beb-canuTtoB)

U BPYYHYIO pa3BepHYTb ero Ha yctpouctee WAF, 4To o4yeHb onro

n Tpygoemko. C ZoTrus WAF Automation Gateway nonb3oBarento
He HY)>XHO nogaBaTtb 3asaBKY Ha cepTudukat SSL ot CA, a ZoTrus
WAF Automation Gateway aBTomatunyecku noagknw4yaeTca K
cucteme cepBuca Zolrus Cloud SSL ana aBToMaTuU4eckou

HacTpOMKU [OBOMHbIX cepTudukatoB SSL agna Beb-canTa

MyonuyHbIN . nonb3oBaTtena W aBTOMaTUYECKM peanuayeT 3alundpoBaHHYIO
Pt @ pearnuay bp y
eel https — ] HTTPS 3awuty WAF.
= [ — &
o ) —l— OguvH ceTeBoM nopT wno3a astomatmsaumm ZoTrus WAF
Bbpaysep / npunoxeHue Beb-cepBep

NOAOKIMIOYEH K MCXoOgHOMY nybrnuyHoMmy ceTeBOoMYy MHTepdency,

M HacTtpoeH nyb6nuuHbii |P-agpec wucxogHoro Beb-cepBepa,

a UCXOOHbI BebD-cepBep MOOKMIOYEH K APYIMM MopTaMm, U Mo

. MyonuyHbIN : :
oee IP-anpec ses YMOM4YaHuio MOXET ObITb NoJKM4YeHo Makcumym 8 Beb-cepBepos,
L L
\g am ses n 3T Beb-cepBepbl HACTpoeHbl € 4acTHbiMKU |P-agpecamw.
o)
| ' - Becb ceteBoM TpadpuK [OdaHHLIX YCKOPAETCH, BbIrpyXXaeTcs
Bpaysep ZT Beb-cepBep
W nepefaeTcsd 4Yepe3 W3, a nMnakeTbl [OaHHbIX, KOTopble
htt -
3 COOTBETCTBYHIOT MPOTOKONY NPUIoXxeHusa 6e3onacHocT NosiMTUKON
11 ((5es “ WAF, byayTt nepecbinartbCAa Ha COOTBETCTBYIOLLUMA BHYTPEHHUN
L N
00 = LLino3 aBTomaTtusaumm WAF o J Beb-cepBep B COOTBETCTBUM C MONMUTUKOM BanaHCUpPOBKU
J \
== Harpy3ku, nogaep>xmBatroLlen nepecoiniky oTkpbitoro tekcrta HT TP
1bvrue 6pavsepbl Beb-cepBen

1 3alumndpoBaHHyto nepecbinky HTTPS.




OTOT METO[ pas3BepTbiBaHUSA MNpeBpallaeT WUCXOOHbIN Beb-cepBsep,
OTKpPbITLIN B IHTEpHETE, B cepBeEp NHTPAceTH, 3almLiaeT 6e3onacHoCTb
Beb-cepBepa un nepeHocuT Bce paboumne Harpy3kun HT TPS-umndpoBaHus
n gewndpoBaHus, 3a KOTOpble oOTBevYaeT UcXodHblin Beb-cepBep,
Ha W3, 4TOo no3sonser c3kKoHoOMUTb 20-30 % BbIMUCNUTENLHOU
MOLLIHOCTN Beb-cepBepa, bnarogaps 4emy Beb-cepBep MOXET ny4lue

obecne4ynBaTb BbIHNCITNTEIJIbHYIO MOLWHOCTb AJIA On3Hec-cUCTeEMBI.

ITOT MeEeTo[ pas3BepTbiBaHUA noaAxXoOUT OnNd nonb3oBaTenen, vy
KOTOPbIX €CTb COOCTBEHHbLIA KOMMbLIOTEPHLIA 3an U COOCTBEHHbLIN
Beb-cepBep, W KOTOpbiM Heobxoaumo [OobaBuUTb  LUMO30BOE
YVCTPONUCTBO B KOMMbLIOTEPHLIA 3an, KoTopoe Wu3smeHuUT [P-agpec
ncxoaHoro Beb-cepsepa, nepeHa3Ha4ymT YacTHbIW IP-agpec ncxogHomy
Beb-cepBepy, HAaCTPOUT UCXOOHbIN NyonuyHbIn |IP-agpec ans wnaa,
npu aToMm W3 noggepxusaeT |IP V4 n IP V6, n ncxogHoe paspelueHune
OOMEHHOIo MMEHU He HYXHO MeHSITb, a Beb-cepBepy He HYXHO

nogaepxuBaTthb |IP V6.

Pexum pasBepTbiBaHUS MO YMOJNTYaHUIO — 9TO PEXUM Trops4vero
pe3epBUpPOBaHNA [OBYX LWIHO30B, WU [Ba LWII3a HaxogATcs B
aKTUBHO-aKTUBHOM peXume, B KOTopoM oba Lunw3a OenCcTBYIOT Kak
XOCTbl N obpabaTtbiBaloT Tpaduk ycrnyr oA4HOBPEMEHHO, a Takxe
ABMNATCA pe3epBHbIMU cepBepamMu Apyr Ansg gpyra. [IBa Lwwnwo3a
pasfensaiT Tpaduk yenyr n He TpaTAaAT pecypcebl BnycTyt. Korga oguH
N3 LWH030B MMeET Npobnemy 1 He MOXET npogormKkaTtb paboTy, apyrou
L3 6epeT Ha cebs Bclo paboTy, 4TODObLI obecneynTb HENPEPLIBHYIO U
HageXHy paboTy busHec-cuctemsbl. [apaHTUA Ha LWWNKO3 COCTaBNsAET 5
neT, N ecnun B TedeHne 5 net npousongetT cbon, wno3 6yaet saameHeH
becnnatHo, 4T06bl ObecneunTb OecnepebonHyto 3awmty WAF un

aBTomMmaTtumsauyuto wmndposaHma HT TPS B TedyeHune S ner.




[1na nonb3oBaTeneu, KOTOPbIM HE TOJIbKO Heobxoaumo peajin3oBdatb 3dlLATY

2. npe.EI,OCTaBHeHVIe yCHyFVI WAF u cnyxbbl aBtomatusaumm wudpoBaHna HTTPS Ha J'IOI{aJ'IEHI::I)(
cepBepax, HO U UMeTb BeD-cepBepbl B chunmanax uim HecKonbko Beb-canTos,

aBTOMaTM3auMM mucppOBaH ] & HTTPS pa3BepHYTbIX B obnake, KoTopbiM Takke HyxHa 3awuta WAF n cnyxba
o apTomatusaummn HTTPS, ZoTrus WAF Gateway noggepXuBaeT KaK peXum

.EI,HFI Beﬁ-CepBGDOB (BGG-C&VITOB), NOKanbHOW NEepechLINKU, Tak U peXum yaaneHHoro Bo3BpaTa K UCTOYHUKY.

HesaBncumo oOT TOro, Haxoautca nun Beb-cepBep (BeD-caliT) B YYyXON
KOTopre HE ABNAKTCA JNNOKaJIbHbIMW KOMIMbIOTEPHOM KOMHATEe Unun Ha ob6nayHoOM XocTe, rMokKa LUSH03 MOXKET MoJTy4YUTb
K HEMY AOCTyn Yepes nyoriyHyo ceTb UNN UHTPaHET, 3TU BeB-calTbl ABMAIOTCS
cepBepamMun NPOUCXOXOEHUS 0bpaTHO K UCTOYHUKY, aHaNormyHeIMn criyxxbam
CDN, n wno3 moxeT npenoctaBnatb 3awmnty WAF u cnyxbbl aBTomatusaumm
lwndppoBaHnsa HTTPS anga Bcex HUX. [1BOMHLbIE WIMO3bI NpeoCTaBNAloT 3allUTy

WAF un cnyxbbl aBTomatusauum wmndpoBanms HTTPS ana 255 Beb-caiTtos,

OGnayHbIN

m\—
( ‘6 SSL-cepBuUcC )

Bt cai n bonblemy KonunyectBy Beb-caTtoB Heobxogumo npuobpertatb Oonblue

LHEHTPANBHOIO LLIJTHO30B.
KOMMbHOTEPHOTO 3ana

Y106bI 06ecneunTb BesonacHOCTb AaHHbIX cUCcTeMbl Beb-canTa, KoTopasa He

(eee ) Haxo4WUTCH B LleHTpalnbHOM KOMMbOTEPHOM 3ane, coegauHeHune back-to-origin

am OT LUS03a K ApYromMy cepBepy MeCTONOSOXEHUA JOMMKHO ObITh 3amndpoBaHoO

Bpaysep ZT \ A G B - Be6-cepBep c nomouwibio HTTPS ana goctuKeHns nonHoro wudpoBaHUa cebinknu. ZolTrus
- = Technology npepocraBndeTr camonognucaHHbin cepTudukaTt back-to-origin

| SSL co cpokom pgenctBus 5 net ans Beb-camtoB back-to-origin 6ecnnaTtHo,
a NCXogHoOMY Beb-calTy He HYXHO pa3BepTbiBaTb rnobanbHO JoOBEepeHHbIN

LLinto3 aBTomaTusauum WAF ceptudgukat SSL co cpokoM oencTBuUA BCEro OAuH rof.

Apyrve bpay3epbl https Be6-cepBep OTOT METOod pa3BepThiBAHUA TakKKe noaxoAuT AJI9 MNOCTaBLUWUKOB YCIVT,
KOTOpble MNpeaocTaBnsaAlT ycnyrm no paspabotke Beb-calToB, BEO-XOCTUHTY
n npogaxe SSL-cepTuduKkaTtoB, a TakKe pas3BepTbIBAKT HECKOJIbKO LLUSO30B
O — L a— ans npepoctasneHus ycenyr no 3awmurte WAF n astomatnsaymm LingppoBaHus
E E HTTPS ans cBonx co6cTBEHHBLIX BU3HEC-CUCTEM, a Takke ycnyr no 3awmte WAF
n aBTomartmndauum wmndposanma HTTPS ona cBoux KNMEHTOB, HE3AaBUCUMO OT
Be6-cepBep Be6-cepBep TOro, rge pasmelleH Beb-calT KnmMeHTa, HeobXoaAMMO TOSbKO, YTOOLI OH Obin

Be6G-cait gpyroro Beb-canTl, noctyned no HTTP nnn HTTPS.
MeCT4d HDMI‘II:I-GTEFJHI:IIF‘I 3all pa3MeELLEHHbIE

B obnake




3. PelneHue Ana aBToMaTU4eCcKoro pa3BepTbiBaHUA Knacrtepa ynpasneHua oonayHou nnatgopmon WAF

Ana pa3nnyHbix obaayHbIx NaaTtGopm, Takmx Kak obnauHble NaaTGOpPMbl INEKTPOHHOIO NpaBuTenbCcTBa N Ny6anUHble 061auHble NAaTOOPMBbI, CYLLECTBYHOT AECATKM ThICAY UM AaXKEe MUIJINOHDI
Beb6-cantoB, KOTOpbIM Hy>XHa 3awmta WAF n wndpposaHne HTTPS, n eanHCTBEHHOE pelleHne MoXeT BbiTb CAeNaHO TONbKO NyTeM aBTOMatM3aumn. Heobxoammo pa3BepHYTb HECKOJIbKO
waro3oB asTomaTtusaymm WAF gna dopmupoBaHus knactepHoro maccusa - HTTPS Offloading n WAF System, n Heckonbko wnro3oB aBtomatusaumm WAF paboTarot BMmecTe, UTobbl AennTbCa
6usHec-TpadUKOM U CAYXKNUTb LWAKO3aMN FOPAYero pesepsa Apyr ana apyra. Korga wnro3 BbIXOAUT U3 CTPOSA, cyxbbl, paboTatowme Ha HeM, ByayT B3aTbl Ha ceba gpyrumMmu War3amMu, YTobbl

obecneunTb ageKkBaTHbIM N CBOEBPEMEHHbIV OTBET Ha NNaHMpPOBaHMe ycayr. Pexxum knactepa NogxoAuT ANS pa3BepTbiBaHMA U3ObITOUHbIX CETEBbIX Cped C YMOPOM Ha Ype3BblYalHO BbICOKYH)
NPOMNYCKHYH CNOCOBHOCTD.

B otanume ot Apyrux TpaguLMOHHbIX pelleHun no passeptbiBaHUio yctpoucte WAF, nHHOBauua 3akiro4yaetca B TOM, YTO OHO aBTOMaTM4yeckn HacTtpauBaeT SSL-ceptudukatbl ¢ ABOUHbBIM
anAropuTMOM, aBToMaTnyeckn peanmsyet wmndpoBaHme HTTPS n pasrpysky, a Takke 3awmty WAF, 1 He TpebyeT pyuHOM nogaum 3a8BKU U PyYHOro pa3sepTbiBaHMA SSL-cepTndumnkatos C 4BONHbBIM
anroputmomM mn3 CA nocne nokynku yctpouctB8 WAF Ha obnhauyHou naatopme n exerogHoro obHOBAEHUSA MPUNOXKEHUA WU pa3BepPTbiBaHUA. DTO pelleHue BKAKUYaeT 5 1eT aBToMaTnyeckoro
NPUMEHEHUA N pa3BepTbiBaHUA SSL-cepTndumkaTtoB C ABOVHLIM afirOpuTMOM M 5 net aBTomatuyeckoun 3awmtel WAF ¢ wndpoBaHmem HTTPS, uto cooTtBeTcTBYEeT TpebOBaHMAM COOTBETCTBUA
KOMMepuyeckou kpuntorpadum obaayHon naatdopmbl U BCEMUPHO AOBEPEHHBLIM MPUNOXKEHNAM AnA 3awmnTbl Beb-cantoB HTTPS.
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Obnaunas Pa3srpy3ka HTTPS u cuctema WAF KoHconb
KOHCOSb | ; aAMMHUCTpaTopa
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Nnardopma ynpaBneHus aBromatusauueu afieKTpoHHoro npasurenbcrtea WAF




4. JlokanbHoOe pa3BepTbiBaHue obnayHomn SSL-cucrembl

[1o ymonuaHuo ZoTrus WAF Automation Gateway aBToMatndecku nogknovaeTcs
K ZolTrus Cloud SSL System pna BkniodeHua wudpoBaHua https nocne
nonyyeHnsa OBonHbIX SSL-ceptudukaToB. [Ana knneHToB ob6nayHon nnatgopmbl,
KOTOpble XOTAT CaMOCTOATENbHO BbiMyCKaTb COOCTBEHHble OpeHAbl OBOMHLIX
SSL-cepTuduKkaToB, KOTOpble aBTOMATUYECKM pasBepThiBAOTCA Ha LUMo3e,
OHU MoryT pasBepHyTb Zolrus Cloud SSL System nokanbHO Anda peanu3auuu
aBTOMaTUYeCKOU Bblaaun ABOUHBLIX SSL-cepTUdUKaATOB C NOMOLLLIO BblAENEeHHOro
NMPOMEXYTOYHOro KOpHeBOro ceptudpukata SSL ¢ mHamBuayanbHbIM OpeHOooM.

|eee | |=es |

JlokanbHO pa3BepHyTasa cuctema HasbiBaetca E-government Cloud SSL System oom— Cm—
unu Public Cloud SSL System.

K L
} I
Yo o

cauT SJNEeKTPOHHOIO NpaBUTENbLCTEA A cauTt ANEeKTPOHHOINo NpaenuTenbCTBa Z
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Cucrtema SSL-cepTudukaTtoB 3NEeKTPOHHOro NnpaBuUTEenbLCTBA Cloud )

npeacrtaBnsaeTr cobon nokanbHO pa3BepHyTyio cuctemy CA AOnd Bbinycka i F]Hf— .
| http A L) LT ahi | )| | Ll http

SSL-cepTUdUMKaToB, COBMECTUMbIX C Kpuntorpadpuen wu noaaepXxuBarolinx

OBnayHana SSL-cucTtema 3aneKTpOHHOIo NpaBUTENLCTBA

npo3pavyHocTb ceptudukatoB SM2. PasBepThbiBaHMe BCEeU  CUCTEMLI

3aKknoyaeTcd B peanu3auuM MNOJNHOCTLIO He3aBUCUMOWM U KOHTPONUpPyeMOWU
Bblaayun 1 ynpasneHus SSL-ceptudpukatamm SM2 aons seb-canta aneKTpPoOHHOro

npaBUTENbLCTBA U OTHOCUTENBLHO He3aBucumou Bbigaum SSL-ceptudgpukatos ECC. { .o =0 ]
Ona ocTukKeHUs He3aBUCUMOWM U KOHTponupyemMou Bblaaun SSL-cepTudumkaTos — ==

_ O6naynasn Koncone
SNEKTPOHHOro npaBuUTENbCTBA, NMpexae BCero, O0MmKeH ObiTb NPOMEXYTOYHbLIN | KOHCONb apMuHUCTpaTOpa

dAMHUHUCTpPaTOpa

KOpHeBOW cepTudukaTt ana Bbigaun SSL-ceptudukartoB, YToObl BCE CUCTEMBI i G b OB e i AETONFIaLiNGH SHERTHORNDID HIRAENTBTLCTBa NVAE
SNEeKTPOHHOro npaBuUTENbLCTBA MOIMM HaAeXHO OCO3HaBaTb, YTO BCE CUCTEMbI
9NEeKTPOHHOro NpaBUTENbLCTBA OOBEPSAIOT TONMbKO SSL-cepTudukaTam, BblaaHHbIM
NX CODCTBEHHLIMU MPOMEXYTOYHLIMU KOPHEBLIMU cepTudukatamu, apdPeKTMBHO
npegoTBpallasd pasnuuHble atakMm SSL Tuna «4enoBeK nocepeguHe» Ha

BebO-caiTbl 3MEKTPOHHOrO MNpaBUTENbCTBA W Opyrue aTaku Ha noaaenbHbie

Beb-canThl IAJIEKTPOHHOIO MpaBUTEIIbCTBA.



CBaA3aTbCa Cc HamMu: +86-755-2660 4080
dneKTpoHHas noyTa: help@zotrus.com

ZoTrus WAF Automation Gateway — 3Kkckno3mBHaa rrnobanbHasd MHHOBALUUSA, MO3BOSAKOLLASA
0OBUTbCA HYNEBbLIX W3MEHEeHWM WCXOOHOro cepBepa aOns peanudaumm 3awmntel WAF wu
aBToMaTuslauun wundgposaHua https, agantuBHoro wundpoBaHus https ¢ ABOMHBLIM anropuTMOM
SM2/ECC, npocTo HacTponTte JOMeHHoe uMs Beb-canta u IP-agpec npu 3anycke, HemeasrieHHo
Bkntounte 3awmnty WAF, cnyx0y wundpoBaHusa n yckopeHus https, 6esonacHyto [OoOCTaBKy
TCP/DTLS, aBTomaTtuyeckyro nMOAroToBKY [OBOWHBLIX cepTudunkatoB SSL, cooTBeTCTBUE
rnmobanbHOMY JOBEPUIO U KpUMTOrpadun, BbICOKOCKOPOCTHOE AMHaAMUYECKOE KILUMPOBaHME U
cxKaTue, MynbTUMNIIEKCUPOBaHME CoOeIMHEHUI, COXpaHeHne ceaHCoB U DanaHCUPOBKY HaArpy3Kku u
T. O. [[apaHTUpya BLICOKYIO NPOM3BOAUTENBHOCTbL, OH 0becnevynBaeT caMmoe BbICOKOE B OTpacnu
COOTHOLLIEHNE NPON3BOAUTENBHOCTU U LEHDI.

LLnto3 aBTomatmsaumm Zolrus WAF — aT10 plug-and-play, pa3BepHyThI Ha NepeagHEN CTOPOHE
cepBepa Beb-canTa, He TonbKo obecneuymBawwmm 3awmnty WAF, HO M UCXOOHbIA cepBep
BeD-canTa MoXeT bbITb nerko obHoBreH ¢ hitp Ha https 6e3 kaknx-nmMbo n3ameHeHnin, 1 UMEeHHO
lwncdpoBaHne SM2 hitps cooTBeTcTBYeT TpeboBaHuaM kKpuntorpadun, a wndppoBaHne ECC
hitps coBmecTuMo co BcemMu Opaysepamu, KoTopble He nogaepxusatoT anroputm SM2. Ero
MOLLHasA CNocoDHOCTb YCKOPEHUA 1 pa3rpy3kn https obecneynBaeT MOLLHYIO NOAAEPXKKY MOAYIISA
WAF, a dyHKumna nepecbinku nocne 3awmtel WAF obecnevynBaeT JOMONMHUTENBbHYIO NOAOEPXKKY
MOBbILLEHUA MPON3BOANTENBHOCTU A1 cepBepa Beb-canTa, He TOJTIbKO HE YBENMYMBaAET Harpysky
Ha W1 poBaHmne n gewmdpoBaHue https, HO 1 yny4dllaeT BO3MOXHOCTU BHELLHETO pearnpoBaHug
M CnocobHoCTb obpabaTbiBaTb 3anpochkl nosb3oBaTenen. [1naBHoe nepeknyYeHne HyneBom
PEKOHCTPYKLUWNN, HYNIEBOro OOCNYXMBaHUSA M HYJEBOro BO3OENCTBUA LWIMO3a aBTOMaTU3auuu
ZoTrus WAF gBngaetcsa nepBbiM BbliDopoMm 1 obszatenbHbiM ansa 3awmntel WAF, aBToMmatmusaumm
lwncbpoBaHus SM2 https n obHoBneHnsa besonacHocTn cuctemsl ¢ http Ha https.



		2024-09-26T10:04:22+0800
	CN 广东省 深圳市
	Product Document




